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[Abstract] Mesh network has the characteristics of self—organization and self~management, but the transmission
of information in the network lacks an effective confidentiality mechanism, which brings hidden privacy and
security risks to users. WAPI protocol application improves security in Mesh network, but the centralized
authentication mechanism needs to be further optimized. This paper proposes a centralized authentication test
system for wireless Mesh network based on the improved S—WAPI protocol to address the privacy security
problem of Mesh network users. The system adopts the central authentication server to conduct identity
authentication management for all devices in the network. The authentication server communicates with each

node in the network through the secure channel, and uses the symmetric encryption algorithm to encrypt and

transmit the important information to effectively prevent information leakage.
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