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[Abstract] With the continuous advancement of smart grid construction, the application of mobile working
terminals in smart grid monitoring and management is increasingly extensive, and the security of terminal
communication is also paid more and more attention. Traditional Wi—Fi authentication technology has hidden
dangers in identification and key management, which is difficult to meet the communication requirements of’
high security of smart grid. As a wireless network security authentication protocol based on Chinese standard,
WAPI technology has the advantages of two—way authentication and strong cryptographic algorithm, which can
effectively improve the security level of wireless network communication. The purpose of this study is to
propose a smart grid terminal communication mode based on WAPI technology to solve the current problem of
smart grid terminal communication security. First, this paper provides an overview of the authentication
mechanism and key management of WAPI technology. Then, on the basis of the in—depth analysis of the WAPI
related standards, the connection mode of the smart grid terminal, the certificate identification process and the
negotiation method of the session key are designed. Furthermore, this paper proposes ECC and SMS4
algorithms to encrypt communication data to realize the integrity and confidentiality of terminal communication.
Finally, the safety performance of this mode is analyzed by experimental testing. This study aims to provide a safe
and reliable smart grid terminal communication scheme to provide a reference for the safe operation of smart

grid construction.
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